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Email is good again:

"Phishing” - a type of fraudulent
email that is designed to steal
user information - is now being
used to attack the enterprise.

User education is not enough as
even the most savvy employees
often cannot discern these
deceptive emails.

Email fraud exploits trust and
leaves enterprises vulnerable to
malicious activity.

Summary

Enterprise security is being compromised by emails “phishing” for
access to the internal corporate network. Enterprise security systems are
meaningless when users unwittingly hand out the keys to electronic
criminals. Once inside, the enterprise is laid bare to cyber-attack.

Attack Details

A large media company’s new hires are being targeted by emails
phishing for corporate network access information. A mid-level employee
whose network access information was phished provided the

following details.

On their first day of work, all new hires get employee badges and
SecurlD cards for internal corporate network access. They also attend a
new hire orientation sometime during their first couple of days. An
example of the official corporate format for emails is shown at the
orientation. A warning is also given to protect sensitive information, such
as logins and passwords.

Within one week of attending the orientation, a new hire received an
email in the official corporate format that appeared to come from the
IT/security department. It said her SecurlD card was expiring, and
instructed her to follow a link to re-authenticate her card. She followed
the link and entered her SecurlD serial number, corporate username, PIN,
and token as instructed. One of her co-workers received the same
message and also followed the instructions.
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=13 The new hire became suspicious after the fact. She
& contacted the Security Operations group a day later to
¥ i learn that a number of employees received the email, that

the email was fraudulent, and that the corporate network
had been compromised. In an attempt to close the
security holes, the SecurlD cards were reissued, computers

network tomorrow morming.

http://internal/loginupdate.htm

Thanks,
Helpdesk

Your SecurID card and network login are about to
expire. You need to re-verify them by clicking on
the link below and entering your login information.

Failure to re-verify your information will result in
you nolonger being able to login to the internal

checked for malicious software, and account
activity traced.

Implications

Once entry is granted to the internal network, firewalls and
other traditional perimeter security measures become
meaningless. Hackers gain access to internal systems,
gathering the information needed for billing and invoice
fraud, customer account theft, and employee identity
theft. Forged messages appearing to be from trusted
co-workers can be sent directly from impersonated
employee accounts, phishing for access to additional parts
of the enterprise electronic infrastructure. Malicious

software can be let loose, files deleted, and systems
brought down.
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